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During the past few years, technol ogy-dependent
California has experi enced numerous power outages, commonly
referred to as “rolling blackouts.” These rolling
bl ackouts have disabled mIlions of information technol ogy
(I'T) users as well as crippled technol ogy dependent
organi zations. Luckily, the rolling blackouts have only
created m nor nonetary setbacks and are far from being
classified as catastrophic (Konrad, 2001). A rolling
bl ackout by itself is nothing nore than a m nor
i nconveni ence; however, imagine a one-two punch of a
rolling blackout and an attack on a U S. infrastructure.
Picture an attack orchestrated by cyberterrorists on U S
infrastructures in conjunction with an attack on an Air
Traffic Control Center or perhaps a Nuclear Plant. |If a
rolling blackout can disrupt the world’ s third | argest
econony, imagi ne what advanced technol ogy in the hands of
terrorists can acconplish. Cyberterrorismis not science
fiction. It is areal and growng threat. As Anmerican
infrastructures, including mlitary, beconme nore techno-
centric, a cyberterrorist attack is inm nent.

In the Marine Corps, marines are taught to fight in
tactical environments by the enploynment of a conbi ned arns
doctrine (air, land, and sea power). However, one of the

many tools which enable marines to be so effective in the



battlefield is also the advanced use of technol ogy.
Unfortunately, the availability and use of advanced
technology is no longer limted only to the nost powerful
nations or mlitaries in the world.

The informati on presented throughout the paper will shed
light on how terrorist groups are enbracing technol ogy to
carry out their mssions, as well as illustrate the inpact
t hese attacks (i.e. nonetary, informational) have on U S.
network infrastructures. |In addition, the paper wll
outline current counterneasures and techni ques being
utilized by both civilian and governnment agencies to help
mtigate these threats.

Background

The world wide availability and | ow cost of information
technol ogi es is providing new and nore effective
capabilities for terrorists. \Wen one thinks of a cyber
terrorist or hacker, an inmage of the novie War Games (1983)
cones to m nd.

The main character, played by Mtthew Broderi ck,
m schi evously accesses a secured Departnent of Defense
(DOD) mai nframe and al nost starts a nuclear war with the
Sovi et Union. Al though War Games was rel eased over two

decades ago, it was one of the first times the public was



introduced to the world of hackers and the potential of
cyberterrorism
Advancenents in technol ogy have hel ped shape the

mlitary into a nore deadly, proficient, and effective
force. Because of the conplex satellite and network
communi cation systens that have been inpl enented throughout
the world, innovations such as real-tine target
visualization and battlefield pictures are nowreality.
However, the lethality gained by our conmunications and
network infrastructure has created a great dependence on
the technology itself and has created a new threat for our
fighting forces. This newthreat is known as
cyberterrorism

Cyberterrorismis the act of exploiting vulnerabilities
in an attenpt to conprom se unsecured and secured networks
(WKki pedia, 2005). These vulnerabilities range from
information capture to conpl ete shutdown or destruction of
a network. Yet, despite the ever growing threat from
cyberterrorism U.S. conmmrercial and DOD networ ks renain
poorly protected and attacks often occur to these networks
wi t hout any apparent repercussions fromthe U S
gover nnent .

The proliferation of the information superhi ghway has

paved the way for nefarious organizations to exploit new



resources. Terrorists have noved into cyberspace to
facilitate traditional fornms of terrorism such as
bonmbi ngs. They use the Internet to conmuni cate, coordinate
events, and advance their agenda (BBC, 2001).

Terrorist cells have devised communi cati on networ ks
t hat used the Web, email, and even electronic bulletin
boards in their coordination efforts (Sieberg, 2001).
Gsanma bin Laden, for exanple, while conducting terrorist
operations out of Afghanistan, was equi pped with conputers
and comruni cati ons equi pnment that enabled himto maintain
contact with his terrorist cells.

The increased use of information technology (IT) by
terrorist organizations has been reported world w de.
| sraeli security forces have reported that Hanmas activists
have been using chat roons and encrypted emails to plan
operations and coordi nate attacks. |In another exanple of
how terrori st organi zations are enbraci ng technol ogy, enai
press releases are utilized by The Revol utionary Arned
Forces of Colunmbia (FARC) in order to formally answer
guestions fromthe press (Denning, 2000).

The proliferation of terrorist sponsored web sites and
i nstances of cyberterrorist attacks on U S. networks has
grown at a staggering rate (FBlI, 2004). Unfortunately, due

to free speech laws the web sites are difficult to



shutdown. Even if a web site is effectively deactivated
there is no law that prevents the same web site from being
hosted in a country that does not enforce restrictions. In
addition, the increased availability and affordability of
conput er resources al so enabl es nations, eneny and
friendly, with limted resources to engage in this new type
of warfare.

Threats

Governnment and DOD networks are often targets of cyber
attacks. Detected attacks against uncl assified DOD systens
rose from780 in 1997 to 5,844 in 1998, to 75,000 in
2004( Ti boni, 2005).

“An exerci se conducted by the DOD in conjunction with
the National Security Agency (NSA) took place in 1997. The
exercise identified weaknesses in the power grid and found
t he Enmergency 911 systens had weaknesses that could be
expl oited by an adversary using publicly available tools on
the Internet. The findings of the study concl uded t hat
service on these systens could be disrupted. The findings
al so warned that through nutual dependencies and
i nterconnect edness, critical infrastructures could be
vul nerabl e in new ways, and these vulnerabilities were
steadily increasing, while the cost of attacks were

decreasi ng” (Denning, 2000).



More recently, attacks on DOD networks by a hacker group
known at Titan Rain has raised sone concerns about the
vulnerability of U S IT infrastructure. Titan Rain is the
name given to a group of hackers who are allegedly
supported by the Chinese governnent. Thus far, Titan Rain
has been able to conprom se both corporate and mlitary
net wor ks by stealing sensitive data (Thornburgh, 2005).
Sonme experts believe that sonme of the sensitive mlitary
data stolen by Titan Rain has enabled China to leap five
years forward in its technol ogy devel opnment.

Tools

Al t hough sophi sticated tools such as viruses, trojans
and worns can be utilized to conduct cyberterrorism there
are other tools that are readily available and in fact are
utilized by the everyday personal conputer (PC) users.
These tools include search engines (i.e. Google, Yahoo),
chat groups, and peer to peer (p2p) software and networks.
In addition, there are a nmyriad of web sites that contain
vast libraries with tutorials and custom nade tools that
are free for the taking (Denning, 2000).

Encryption software i s anot her w del y-avail abl e tool
routinely utilized by terrorist organizations to conceal

t heir communications and data files, making it increasingly



difficult for government agencies to nonitor their
activities.
The U.S. National Security Agency (NSA) has confirned
t hat organi zati ons such as Al Qaeda and Hamas utilize
encrypted internet communications to transmt maps,
pi ctures, and other details pertaining to terrorist attacks
(Stout, 2001). For exanple, the 9/11 hijackers utilized
encryption tools to secure files on their |aptop conputers.
The Aum Shinri kyo cult, which gassed the Tokyo subway in
1995 killing twel ve people and injuring six thousand nore,
al so used encryption to protect their data, which included
pl ans and intentions to depl oy weapons of nass destruction
agai nst Japan and the United States (Denning, 2000).
Costs

The cost that a successful cyber attack can have on a
national infrastructure is incalculable. For exanple, the
cost for denial of service (DoS) and worm attacks reaches
well into the mllions of dollars (MacG egor, 2000). A DoS
attack is an attack on a conputer system or network that
causes the |loss of network connectivity and services by
consunm ng the bandwi dth of the target network or by
overl oadi ng the conputational resources of the victim
system A conputer wormis a self-replicating conputer

program simlar to a conmputer virus. A virus attaches



itself to, and beconmes part of, another executable program
(1.e. email, photo attachnents, and file executables); a
worm however, is self-contained and does not need to be
part of another programto propagate itself (WKkipedia,
2005). DoS and worns are designed to exploit the file
transm ssion capabilities of a target system and often
ti mes create backdoors (unauthorized entry ports within a
conmput er connected to a network). These backdoors are
expl oited by hackers or spamers with the intent to
transmt information (.i.e. junk email) or to utilize the
resources on the target system

On a commercial level, DoS and worm attacks can have a
devastating nonetary inpact on an organi zati on; however,
they pale in conparison to the damage an organi zed attack
on DOD networks such as the ones recently experienced by
Ti tan Rain.

Countermeasures

The DOD has invested millions of dollars devel opi ng
and i npl ementing counternmeasures in order to mtigate
cyberterrorism According to an article recently published
in Wred News entitled "U.S. Mlitary's Elite Hacker Crew'
the U S mlitary "has assenbl ed the world' s nost
form dabl e hacker posse: a super-secret, nmultimllion-

dol | ar weapons programthat may be ready to | aunch



bl oodl ess cyber war agai nst eneny networks. This cyberwar
wll be launched fromelectric grids to tel ephone nets”
(Lasker, 2005).

The hacker crew is part of a unit known as the Joint
Functi onal Conponent Command for Network Warfare (JFCCNW .
Very little is known about this unit other than their
mssion to defend U S. DOD networks. The unit is believed
to be conprised of staff fromthe Central Intelligence
Ofice (ClA), National Security Agency (NSA), Federal
Bureau of Investigation (FBlI), the four mlitary branches,
and civilian experts and mlitary representatives from

allied nations (Lasker, 2005).

Conclusion

The availability and devel opnent of cheaper
informati on technol ogy has facilitated a new threat of
war f are-cyberterrorism The United States’ grow ng
dependence on technol ogy to function, while advanced and
necessary, nay prove to be an Achilles’ heel to the
protection of the nation. The governnment not only needs to
conti nue devel opi ng new net hods of defense for |land, air
and sea, but may al so need to devel op net hods of defense
solely for the protection and nonitoring of cyberspace. W

have only just begun to witness this new nethod of warfare
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and weaponry. Is it really that inconceivable to imagi ne a
cyberterrorist attack on a scale which could both paral yze
our nation and our mlitary? Afterall, we never inmagined
U S. comrercial airliners would be used as mssiles as a

first strike on a war agai nst Anerica.
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